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Formal og indhold
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- Cloud arkitektens rolle
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Not all Cloud users are happy

https://fugue.co/resources/2017-06-27-state-of-cloud-infrastructure-operations-survey-2017.html

©

Users report
several major
challenges.

Almost half of users reported
the following obstacles to
effective cloud management:

47.7%

41.6% 43.9%

35.8%

Complexity I Security & Compliance

[ controlling Cost || Business Agility


https://fugue.co/resources/2017-06-27-state-of-cloud-infrastructure-operations-survey-2017.html
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6 hard truths IT must learn to accept:
2. You can't do everything in the cloud

Six years ago, more than 40 percent of CIOs surveyed by Gartner believed they'd be running
most of their IT operations in the cloud by now. While the vast majority of organizations run
some business-critical systems in the cloud, full migration is still relatively uncommon.

Instead, Gartner predicts that 90 percent of organizations will adopt a hybrid infrastructure by
2020, keeping some IT resources in house while outsourcing others to public or private cloud
providers.

There's no question the cloud has had a dramatic impact on IT operations, but it hasn't always
lived up to the hype. A June 2017 survey of 300 IT pros found that 80 percent said the cloud
wasn't meeting their expectations due to problems with security, compliance, complexity and
cost. According to a January 2017 survey by cloud management firm RightScale, from 30 to 45
percent of enterprise cloud spend is wasted.

That's because a lot of companies reflexively moved to the cloud with no clear understanding of
why or how to do it, says Lowe.

"Merely moving a critical service to the cloud does not automatically make it more reliable or
scalable," he says. "To truly take advantage of the cloud, software needs to be
architected and implemented differently, using microservices instead of monoliths."


https://www.cio.com/article/3233244/it-strategy/6-hard-truths-it-must-learn-to-accept.amp.html
https://www.gartner.com/newsroom/id/1526414
https://www.gartner.com/newsroom/id/3666917
https://fugue.co/resources/2017-06-27-state-of-cloud-infrastructure-operations-survey-2017.html
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B 83 Forslag til folketingsbeslutning om en national plan for cloud
computing | den offentlige sektor.

Beslutningsforslag nr. B 83

Folketinget 2010-11

Fremsat den 15. marts 2011 af Yildiz Akdogan (S) og Hanne Agersnap (SF)

Forslag til folketingsbeslutning

om en national plan for cloud computing 1 den offentlige sektor

Folketinget paleegger regeringen at igangsaette en plan for

udvidet brug af cloud computing i driften af den offentlige
sektors it for at hente de ekonomiske og klimamsessige ge-
vinster herved.

3]

Planen skal indeholde folgende punkter:

Opdatering af det lov- og regelgrundlag, der regulerer
brugen af cloud computing. for at gere love og regler
tidssvarende og rydde op i unedige barrierer for brugen
af cloud computing i det offentlige.

Felles offentligt samarbejde om sikkerhed omkring data,
herunder sikring af personfelsomme oplysninger ved
brug af cloud computing. Der skal etableres et samarbej-
de pa tvaers af stat, kommuner og regioner. Samarbejdet
skal forst og fremmest fokusere pa at finde en model til
sikring af data ved brug af cloud computing, sa de er lige

3)

4)

sa sikre, som de vil veere med traditionelle losninger.
Herudover skal samarbejdet fremme videndeling. udvik-
ling af forretningsmodeller og valg af spydspidsprojek-
ter.

Der skal s@ttes et klart mal for udbredelsen og effekti-
viseringsgevinsterne ved hjalp af cloud computing i den
offentlige sektor om fem ar med et delmdl om tre ar.
Der skal udarbejdes klare retningslinjer for brugen af
cloud computing i det offentlige. herunder hvordan et
cloud-projekt lever op til forvaltningslov og -praksis og
anden dansk og international lovgivning. herunder krav
til sikkerhed omkring data.

Det skal gores muligt at fa forhandsgodkendt sit cloud
computing-projekt i Datatilsynet, sa der ikke spildes res-
sourcer pa projekter. der alligevel afvises til sidst.

FOLKETINGET

AT Yildiz Akdogan (S) og Hanne Agersnap (udpeget af SF) (SF)
Udvalg: Udvalget for Videnskab og Teknologi
Samling: 2010-11 (1. samling)

Status: 2. beh /Forkastet _
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Public cloud adaption (IaaS) comparison by year

https://www.rightscale.com/Ip/state-of-the-cloud?campaign=7010g0000016JiA

Respondents Running Apps 2017 vs. 2018

AWS
64% I
57% I ——
Azure
45%
34% I
Google Cloud
18% I
15% I
10% IBM Cloud AWS leads, but Azure grows faster
(] _
o (o)
8% I— to reach 70 /O of AWS adoption

VMware Cloud on AWS
8% [
Not asked in 2017 §8}§ [ |

QOracle Cloud
6%
3%

Alibaba Cloud

2% F
Not asked in 2017

Source: RightScale 2018 State of the Cloud Report
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Interxion cloud vendor offerings in Denmark

http://www.themetisfiles.com/wp-content/uploads/2015/11/Denmark-Cloudscape-Logographic-v1l.1.png
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What is Cloud?

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

- The US National Institute of Standards and Technology (NIST) Definition of Cloud
Computing Cloud computing is:

- A model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

- This cloud model is composed of five essential characteristics, three service
models, and four deployment models.
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Essential Characteristics:

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

1.

On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server time
and network storage, as needed automatically without requiring human interaction with each service
provider.

Broad network access. Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets,
laptops, and workstations).

Resource pooling. The provider’'s computing resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned
according to consumer demand. There is a sense of location independence in that the customer generally
has no control or knowledge over the exact location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include
storage, processing, memory, and network bandwidth.

Rapid elasticity. Capabilities can be elastically provisioned and released, in some cases automatically, to
scale rapidly outward and inward commensurate with demand. To the consumer, the capabilities available for
provisioning often appear to be unlimited and can be appropriated in any quantity at any time.

Measured service. Cloud systems automatically control and optimize resource use by leveraging a
metering capabilityl at some level of abstraction appropriate to the type of service (e.g., storage,
processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and consumer of the utilized service.
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5 Essential Characteristics of Cloud Computing

Ref: The NIST Definition of Cloud Computing
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

On-demand Ubiquitous Location Rapid Measured
self-service network transparent elasticity service with
access resource pay per use
pooling

Source: http://aka.ms/532


https://www.google.dk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwij-NuM27HXAhUDyKQKHag_CvkQjRwIBw&url=https://blogs.technet.microsoft.com/yungchou/2011/03/03/chous-theories-of-cloud-computing-the-5-3-2-principle/&psig=AOvVaw2shNmvb4ojqltLvh8XJeSa&ust=1510324404788283

Service Models:

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
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1.

Software as a Service (SaaS). The capability provided to the consumer is to use the provider’s applications
running on a cloud infrastructure2 . The applications are accessible from various client devices through either
a thin client interface, such as a web browser (e.g., web-based email), or a program interface. The consumer
does not manage or control the underlying cloud infrastructure including network, servers, operating
systems, storage, or even individual application capabilities, with the possible exception of limited
userspecific application configuration settings.

Platform as a Service (PaaS). The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages, libraries,
services, and tools supported by the provider. The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, or storage, but has control over the
deployed applications and possibly configuration settings for the application-hosting environment.

Infrastructure as a Service (IaaS). The capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy and
run arbitrary software, which can include operating systems and applications. The consumer does not
manage or control the underlying cloud infrastructure but has control over operating systems, storage, and
deployed applications; and possibly limited control of select networking components (e.g., host firewalls).

New acronyms is formed like iPaas (Intergration platforms as a Service) and iSaaS (Intergration software as
a Service)



Examples on Cloud Service
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http://www.barkatconsulting.com/consolidation-and-virtualization/
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http://www.google.dk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjkmcri27HXAhWSEuwKHTdAD-YQjRwIBw&url=http://www.barkatconsulting.com/consolidation-and-virtualization/&psig=AOvVaw12OrePk2kkds7MYhvCDMbs&ust=1510324573985724
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Deployment Models:

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

1. Private cloud. The cloud infrastructure is provisioned for exclusive use by a single
organization comprising multiple consumers (e.g., business units). It may be owned, managed,
and operated by the organization, a third party, or some combination of them, and it may exist
on or off premises.

2. Community cloud. The cloud infrastructure is provisioned for exclusive use by a specific
community of consumers from organizations that have shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, managed, and
operated by one or more of the organizations in the community, a third party, or some
combination of them, and it may exist on or off premises.

3. Public cloud. The cloud infrastructure is provisioned for open use by the general public. It
may be owned, managed, and operated by a business, academic, or government organization,
or some combination of them. It exists on the premises of the cloud provider.

4. Hybrid cloud. The cloud infrastructure is a composition of two or more distinct cloud
infrastructures (private, community, or public) that remain unique entities, but are bound
together by standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load balancing between clouds).



Hybrid cloud — combinations of Clouds

https://www.researchgate.net/figure/260192916_fig2_Figure-32-Cloud-deployment-model
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https://www.google.dk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiMs8Oi3bHXAhXQ2qQKHXKHAOcQjRwIBw&url=https://www.researchgate.net/figure/260192916_fig2_Figure-32-Cloud-deployment-model&psig=AOvVaw0uJWe0VhUpWrdbrYcwK3Xo&ust=1510324683122071

Architectural Comparison of Ownership by Cloud

Layer and how much should you manage?

https://www.gartner.com/binaries/content/assets/events/keywords/catalyst/catus8/2017_planning_guide_for_cloud.pdf
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AWS
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Gartner's Cloud Adoption Framework

https://www.gartner.com/binaries/content/ assets/events/keywords/catalyst/catus8/2017_planning_guide_for_cloud.pdf

2. Select Cloud 3. Architect Cloud 4. Estimate the 5. Provision 6. Operate Cloud
and Automate Environments at

1. Build Skills,
and Assess Providers and Services, and Bill, and Establish
Applications services Mitigate Risks Governance Cloud Services Scale
LT

=l w E LW e

[ —» —»
Architect Cloud
Create Your Services Create & Order Cloud héanflnge C|D:Jd
Cloud Team Forecast Sarvices eployments
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Monitor Cloud

Implementations

“

OO E{— Exit - Gonsu:nptlon
YES NO C — s 111 q ﬁ
Assess Design for Orchestrate
Application Select Cloud Business Define Policies Cloud ' Become the
Readiness Providars Continuity and Proceduras Waorkloads Broker



Amazon AWS Cloud adoption framework

https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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AWS cloud adoption framework
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Cloud adoption
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Using Business Capability Model Overlays to
Prioritize Cloud Initiatives
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Building your cloud?

https://www.slideshare.net/AmazonWebServices/aws-enterprise-summit-london-2015-gartner-keynote-the-future-of-cloud-iaas-keynote

Principles to Keep in Mind

Not everything can or should be cloud

Some workloads must remain on-premise due to
regulatory compliance or tie to physical location

Private cloud-building technology will not deliver
breadth, depth, innovation of service providers

| IT orgs. likely can't update, innovate, reduce
costs of internal clouds as quickly as providers

Gartner



Cloud migration considerations

- choose the right migration from current environment

eLift’'n’shift the application 1-1. Also cover terms as “re-platform”.

«Only change is the underlying infrastructure from on-premise to IaaS
eQOverestimation of environment for high utilization peaks are unchanged
*Not recommended for cloud journey beside learning tasks

Re-factor

eLight modifications to the application using PaaS components ensuring back-ward compatibility
ePrimary change is redeploy to PaaS components while maintaining architecture
*Not recommended for cloud journey beside learning tasks

architect

*Modify due to modernization needs for part of application and deploy via re-host or re-factor.
eChanges to part of application, which could lead to changed migration scope.
+Only recommended when it makes sense for (changed) migration scope.

eComplete re-build the application using PaaS components
eChanges the architecture completely
eSuitable for cloud-native work loads, and recommended for these migration scopes

Re-place

eReplace (discard) the existing application (or set of applications) completely with a commercial SaaS

product
eChanges complete the architecture as Saas is the choice
*sRecommended when it makes sense as general SaaS evaluation.

€€«

Effort

24

) Consider the Value Proposition for the Cloud

/ ®
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/Rearchilect
(Paas)

[
/ Refactor
(laas)
.
Rehost .l

(1aas) Replace

Saas)
Benefits 8

Source: Gartner



Application Migration Approaches

https://www.gartner.com/binaries/content/assets/events/keywords/catalyst/catus8/2017_planning_guide_for_cloud.pdf

What Has Where Did It Why Did It
Migrated? Migrate To? Migrate?

E-Commerce laaS/PaaS Disaster Recovery

Messaging/
Collaboration

Availability,
Efficiency,
Scalability and
Reliability

Managed Hosting

Development/
Testing

Support
Applications

Production
Applications

Tier 1 Applications

Source: Gartner (October 2016)
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“as-is” from legacy hardware to x86 cloud. ’
|Replace.

Can I replace the application with cloud-ready

alternative or SaaS ices? If an licati hed

its end-of-life and there is a cloud-ready alternative
available, either as an in-house installation or offered
as Saa$ services, it would be a good candidate to

e s e o o 3 o ooy [l roceomn [ seicesoon
collaboration, and human capital management Application . . . - .
solutions are good to be replaced with a Saas service. Migrate Data Migrate Data (P2v/v2V)

|Revise.
Can | upgrade the application to a newer version
available from the supplier? Verify that the newer
version is cloud ready and pass through the upgrade
lane. Retire Infrastructure
Jmm,-_ Update CMDB etc.
Can | use the majority of the code and make minor
changes to make it cloudready? Applies to home-grown
lapplications which may need minor tweaks to the
;:(Lﬁjla"se to make it cloud ready. I::?;Z;qg“:ii Does.itfre qtuiretne a;—
. ser infrastructure.
IShould I completely rebuild the application, since it
Ineeds lot of re-design and functionality addition? These
are great candidates to apply micro-services cloud-
ready Web-scale architectures. It may sound expensive
to consider a “rebuild,” but using an agile DevOps

platform, the must-have features can be addressed first On-'Pre mise_ IT . Retair\/

in a short period of time, and additional features can be (Retain/Rebuild as Colocation Rehost/ in the
added on an ongoing basis. De-central Solution) vendor cloud
Retaln.

Cannot be moved and has to remain on the existing
physical servers. Agree on a retirement plan with the
lbusiness users and figure out a way to manage these
systems without tightly integrating them into the
unified operations model.
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Application Migration to the Cloud

http://www.appsassociates.com/application-migration

m EVALUATE DESIGN, DEVELOP & STANDARDIZE DEPLOY OPTIMIZE

TCO ANALYSIS

¥ Install
R,‘EHOS-[ » Config
(Lift and Shift) * Migration Tools

BUSINESS FIT
MIGRATE

BUSINESS CASE

DISCOVER INTEGRATE

SKILLS & TRAINING

» Design Infrastructure

REPLATFORM » Migration Tools

(Lift & Reshape) » Reconnect Application

AUTOMATE
FOR DEVOPS MANAGED

SERVICES

Application
and/or cloud

ASSESS

PROOF OF CONCEPT

PRIORITIZE

GOVERNANCE
TEST

REPURCHASE » Software Selection

* Purchase COTS/Saas
» Setup & Customize

TRAIN &
PROVIDE RUNBOOK

Cloud Migration Methodology for (Replace - Drop & Shop)

CUTOVER

'ﬁ‘ Packaged Applications

£2  Databases
RETAIN/

RETIRE

5 Custom Applications




Amazon AWS Application migration strategy

https://www.slideshare.net/AmazonWebServices/application-portfolio-migration
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\

> Strategy >> Analysis >> Design >> Transition >> Operatlons>> Improvement

+ Assessment & + Detailed » Network » Pilot testing « Staff Training + Monitoring-
Profiling migration plan topology « Transition to . itori driven

+ Prioritization + Estimate effort + Migrate support . optimization

* Data « Security &risk  + Deploy * Release Management « Continuous
requirements & assessment + Validate management . Integration and
classification » Cutover & Continuous

+ Business logic Decommission Deployment
& Infrastructure
dependencies

App Migration Re-hosting . R
[ Assessment J [ (‘Lift & Shift) ] [ App Portfolio Optimization J

{

Re-platforming
(Lift & Reshape)

mm



Application portfolio assesment

https://www.slideshare.net/AmazonWebServices/application-portfolio-migration
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Collecting Defining Determining
application segmentation application

portfolio and prioritization migration
inventory criteria options

» Conduct application  « Profiling application « Driven by
discovery workshop inventory prioritization, skills
» |Interview application  + Identifying complexity, and best practices
owners criticality and » Use best patterns
* Implement tool-based preferences - Capture inter-
discovery + Clustering and dependencies
prioritizing « From “lift and shift” to

“drop and shop”

Creating
application

migration
roadmap

Expect complete IT
transformation
Include IT process
changes and
organizational change
management

Focus on new
Operations model
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Private Cloud Implementations

https://www.gartner.com/binaries/content/assets/events/keywords/catalyst/catus8/2017_planning_guide_for_cloud.pdf

Control Plane

Provider-Controlled Public Cloud
_ (Multitenant)
Qutsourced Hosted
Private Private
Cloud Cloud
Infrastructure .- > Infrastructure
On-Premises at Provider

.
S

Internal
Private
Cloud

Control Plane
Subscriber-Controlled



Document your Cloud strategy

https://www.gartner.com/doc/3563017/designing-cloud-strategy-document
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Designing a Cloud Strategy Document

Published: 05 January 2017 1D: G00311458
Analyst(s): Mindy Cancila

Summary

A cloud strategy document is a critical deliverable for
organizations planning to implement cloud services
This initiative analysis provides guidance on business
and architectural aspects that technical professionals
must document and includes downloadable Microsoft
Word and PowerPoint templates.

Overview
Key Findings

Many organizations realize the success of the public cloud providers and want to increase adoption of

cloud across the business

As organizations increase adoption and move into implementation, several functional teams must be

~ MORE LIKE THIS

o Thisis part of an in-depih
D_L—g collection of research

See the collection:

Cloud Computing

invalved. This creates complexity when trying to document an organization's cloud strategy.

Most organizations anticipate having multiple cloud initiatives that use multiple providers and span
across all layers of cloud services — laaS, PaaS and SaaS. Successful implementation requires

organizational alignment on the objectives for using cloud services.

Recommendations

Technical professionals focused on adoptina and architectina cloud computina in their oraanizations:

4 Uetault dection

Our Cloud Strateqy ... Cioud Computing Defined

rough an accpese
~ Rigures nem skils or leverage:
 Reguies nem goramance.

\everages wsing processes

How Most Organizations Approach Public: Cloud

Company Name

Cloud Strategy and Design Specification
Date
Author

) » [ Uedte b

Table of Contents

¥ 4
4

Next Steps 5
Revision History. 6
Cloud Defined, v
Business Objectives and i 10
Scope. 10

Future Goals a

Clowd deplayment approache

Clowd Center of Excellence (¢
|

PP

EiE,
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Tasks to develope your Cloud Strategy

https://www.gartner.com/doc/3563017/designing-cloud-strategy-document

« Establish cloud definitions and terminology

= |dentify what you are already doing

= Define what you are trying to achieve

« Clarify the benefits of cloud for your organization
= Define the risk criteria

« Scope your cloud initiatives

= Align on success metrics



Business and IT Drivers

Business drivers

End users and PaaS development in business
units

Flexibility — adjust “on the fly”
to changing requirements
(scale up/down)

Solutions only available on
cloud

Ease of use - self service
concept

Speed to market - high degree
of automation

Cost for what you use, “pay-
as-you-go”

33

IT Drivers

Elastic computing and
scalability — as services

New technology enabled -
increased service offerings

Supplement to on premise
offering

Global enablement

Cost management - flexible

cost models



Principles for cloud adoption
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> Existing governance adapt cloud solution management

Cloud are chosen for solutions when business and IT
drivers are best enabled

Build a hybrid cloud environment with multiple
vendors

On-premise and cloud solutions are equally secure
and compliant

Intellectual properties (IP) in cloud solutions must be
fully owned and accessible

Managing SaaS, PaaS and laaS are internal competences for

being in control and serve the business




Organisational model

https://blogs.vmware.com/cloudops/devops Inspired
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End user Business usage and demands
Service Business partnering
desk ¢
l Application development
Service and maintenance
Operation
Center and
tools

!
[ mmi™ ]
[ e )

35
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Cloud assessment of Business Agreement with a
cloud SaaS application vendor (DONG energy)

Business user

IT support in the

Company




Company internal business owner to secure

ELENEEY (e

ErES

22

Domain
Governance

Control Group

Business questions for cloud valuation assessment - WORK IN PROGRESS

Assessment Guestions

Governance Dwnership GO- | wha will have the ownership of the system at DONG Energy?
Governance [T i GO-__[lz there an updated SO0 [solution design document]?
Governance Diata Cluzsfication |G- | Have you classfied the typez of duta that will be transmitted or
031 | entered into the system?
Governance Uszer Access GO-__ | Should the system be able to support diferent roles and
Governance GO- | Should the system be able to support diferent [2vels of access
04.2 | rights to data and objects?
Governance GO- | Should the system be able to have context-bazed screens
04.3 | based on the users roles and rights?
Governance Fiegulation GO- | Are there legal requirements that the system has to meet?
Governance GO- | Are there requlntory and Ii ui the system
05.2 | hasto meet?
Governance GO- | Are there records quitements the system haz to
Governance Diata Access GO- | How should the service be ible? [software, applicati
Governance GO- | Atthe cessation of services, should the data be made available
06.2 | by the vendor?
Governance Diata Tranzportability | GO- | Da you requirs the ability to export of use the data cutzide the
071 | native system?
Governance GO- | Are there speckicformats that the data should be mads
Information Security
Information Security | User Access Policy | 15-011 | How will you document and grant users access to the system?
Information Security 15012 | How will you document and remove user nccess to the system
once ne longer nesded?
Information Security | Data iz 15-02.1 | Should there be secure of data? [rg. SEL-
Information Security | Portable f Mobile 15051 | Should the service be ible on mobile devices?
Information Security | Incident Fesponse | 15-04.1 | What clussfies 22 an incident and therefors the resolution
time? [ & matrix of what constitutes 3 miner, critical and major
incident and respanse times)
ooy ot [ =y =
(Iréarmation Security | 15-04.2| “what ars your i vendar inthe
svent that an incident occurs? (how often and by what means
should the vendor communicate]
Operations Management
Operations Ciata Mai OM-_ | Wha will be responzibl. the data in the system?
Operations OM-_ | Wha will be responsible for supparting the system?
Operations Frovisioning OM- | Are there peak loads that the system has to accommodate? [2g.
Management 021 | time of day, day of the week, month-end etc)
Operations OM- | Do you have an estimate of the amaunt of the data that will be
Management 022 | manserred?
Dperations Fiestoration capability | OM- | Should the system have the capability to restore deleted data?
Operations Eachup procedursz | OM- | HowFast should the selution provider be able to restore
Operations Integration OM- | Are there systems that the service has to be able to inteface or
Management 5.1 icate with?
Dperations Thi-__| Should the service have an APTT
Operations Customization OM- | Hew muchlexibili ization andor
Management 061 | should the system support?
Dperations Fcope of use Oht-_ [z the scope of i ion Pully defined?
Dperations OM-— [z the scope of use in buginess departments defined?
Implementation
Implementation Existing systems IM-01.1 [z the solution replacing an existing system?
Implementation Costs Fave you considered the cost-modeling of cloud sohution vz

| H-02.1

ather aptions?

Angwer (0K or NOT €

Mo
Multiple

Tes

TES

TED
Manual

SEL
Tes

Wendor Helpdesk

i}
i}

Tes

=
=

NO

Tes
According to SLA witl

Tes

Business questions for cloud v.

L
aluati

Assess

onassessment

ORK IN PROGRESS

Anzwer[OK or NOT
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Ho

Yar
Accardingta SLAuithu

Eurinaer hours

[Op.r atinne Management OM-02.2 | Dayauk h T
2]
25 [0, aqemont il OM-03.1 | Shauld th have th il delotod 4
30 |Operations Management | Eackup pracedurer OM-04.1 | Hou Fart shaul I derbe able ba rartare bazkupe?
[Op eratians Management |Intearatian OM-05.1 | ire th hatth hartoke abletai
£l with?
32 _|Operations Management OM-15.2 | Shauld the service have an AF I
[Op eratians Management | Curtamiratian OM-06.1 [ H h ekl i i hauldth
2] rxtemruppark?
34_|Operatians Management | Szape af ure OM-07.1 | Ir the-rzape af imp, Iz doined?
[opsravions Mansqement OM-07.2 | Ir theercape aF are in buuriners departmonts defined?
mplementation
27 ime i Enirbinaeyrtame IM-01.1_ |l tho ral irbingrrbemd
il montation Cartr 1M-0z.1 |H deredth delli athor aptians?
2]
lImplementation IM-02E |H deredth dFramth
L) ratemt
-0 | wi 2 3
40 savernance]?
41
[Fexilienzy Imp-azt Analysis R5-01.4 | Wh he vendar's ] Lewel
4z =L
4z Ferfarmanze RE-02.1 | Wh ]
A R5-02.2 |Dayauh datahartob bl
FE-62.3 -
T
45

Eurinars cantinuity

Urer D Credentialr

ity Airchitockure

Aire the zontinqenzy plan in are of problems uith vendar?

mthad?

hizh 1AM
(Zinalesi

| oparato urernamevparrunrd, suaFastar aushentisatiant)

ity Architockure

Urer Lagaing

Shauld there be kopt arscard of aczers time and chanqer mads by urorr?

[Vendor Fioputation Houiir the wendar's reputation? Gond
53 [Vendor VE-01.2 |Houir therepukation of the rolution? Gond
[Vendar Sub-conkrastorr VE-02.1 |Doorth i 1. ik h or
54 companics inarder o gperats? Unknaun
55 |[Vendor NE-03.1 i ) Ter
[Vendar ME-03.2 |Houlonqirth diak 4, an. dfarthe .
56 duration? Unkil Further notize
57 |Vendor Cuwrtomer Gonkact VE-04.1 |What are the requirementr Farrupport hourr? Ewrinerr hourr
5% [Vendor Syrtem Knouledqe VE-05.1 hauld th bein-h k 4. dinqth Yer
[Vendor VE-05.2 hould th b h me h dor? (eq. urer
) zanrultants, parknerr] Yor=st
Fardar VE-053 o . b ot |y
'endor Finanzing ! hauld th beb 4 werr? Wrerr
'endor -1 ave youbactored the TGO Yer
'endor Salution R quirementr -1 ocr th h 1l TED
3 [fendar 5 T NP e [t e 1 e e e e s
5 |Vendor -1 Joyourequire data ko bomade available offline? Ha
& |Vendaor Future Flanning ! h 14k TED
7 |Vendor -1 ocr the vendar b diwel ! irikratirfactory? i
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Cloud SaaS vendor to secure

contz

HEPrT

HErT
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Recommendation

- Depending on you needs you can choose to look at the cloud as an extension of
your on premise data center offering dynamic capacity support and some cost
(capex) advance's

« Or

- you can look at cloud as a paradigm shift of it development and technology, in
order to utilize disruptive technologies Internet of things, Mobility, social,
Analytics (nexus of forces/ SMACIT) in order to support your business
development

.NET / Windows to JVM / Linux
Monolith to Microservices Universally
Data center to AWS

Devs + Ops to Collaboration culture Instant Business

Involve product people

V\f

Massive Insight

Highly
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Cloud Architect working areas and possible

organisational role

Enterprise Scope

Operations Enterprise
Architecture Architecture

Tactical

Strategic
Focus ¢ 9

Focus

Project
Architecture

Business Scope

o
3
=
?
wn
S
0

Chief Enterprise Architect(s)

Cloud Architect

App Infra.
Architects Architects

https://www.gartner.com/binaries/content/assets/events/keywords/catalyst/catus8/analyzing_the_role_and_skills_of cloud_architect.pdf
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New IT Roles Checklist

https://www.cebglobal.com/content/dam/cebglobal/us/EN/best-practices-decision-support/information-technology/pdfs/cio-new-roles-
checklist.pdf

EICEB

WHAT THE BEST COMPANIES DO New IT Roles Checklist
IT Skills You Can't Afford to Miss

)
CLOUD INTEGRATION SPECIALIST

Employees need to increase productivity by 20% to meet today’s business
objectives. As a result, the most progressive IT leaders are introducing The cloud integration specialist
six new roles that enable increased employee productivity, collaboration,
and judgment.

Global teaming and remote
assimilates cloud services— collaboration

for both Applications and
Infrastructure—into the
existing |T environment.

Integration architecture
development

O

Service architecture development MNew technology evaluation

Use this checklist to guide your IT talen

ent and recruitment plans.

5™ coLLABORATION AND SOCIAL MEDIA EVANGELIST Application design and architecture Reguirements management

The collaboration and social o
media evangelist is responsible
for understanding drivers of
collaborative behavior and
creating, managing, and
developing a collaboration

and social media strategy.

Q

< INFORMATION INSIGHT ENABLER

Markst and competitor analysis New technology evaluation

Orgerizstonsi crange Business process analysis Stakeholder management

User behavior analysis
Risk/return analysis

Business domain analysis Stakeholder management Enterprise applicaticn integration Supplier relationship management

Ooo0oooao

o
[ Business case development
a
a

Information policy formation Usability design

ooodao
O0O0Oooao

Functional requirements analysis Technical change management

The information insight enabler [l Market and competitor analysis Data warchousing . " I A
is responsible for supporting The Compoale Evecutive Board Compary www.cebglobal.com
business unit heads, service [ Information insight generation Functional requirements analysis I Fessrees. CIOTIBOTIASYN

managers, and knowledge
workers with insight, business
intelligence, and management
reports for effective decision

making. [1 Business domain analysis

Global tearning and remote

O Infermation visualization
collaberation

[0 Unstructured information analysis Information taxonomy creation

Information modeling

oooo oo

[0 Datamining Usability design

=)
CLOUD INTEGRATION SPECIALIST

The cloud integration specialist [ Global teaming and remate
assimilates cloud services— collaboration

Integration architecture
developmen

for both Applications and
Infrastructure—into the

Service architecture development New technology evaluation

Apglication design and architect

existing IT environment

Stakeholder management

Enterprise application integration Supplier relationship management

oooooao

a
u]
[0 Business process analysis
u]
u]

Functional requirements analysis Technical change management

www.cebgiobalcom
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Omlaagning af udviklings paradigme til container
based




Example of Depicturing the maturity level of own
company level of readiness
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Stage NO PROCESS WATERFALL AGILE CLOUD NATIVE NEXT
L
3 '
]
CULTURE Individualist Predictive Iterative Collab{)rative Experimental
1 ]
' O O " O- ” 6 O
. ’ .
"D%SP(,/)?ER‘"CE Arbitrary Feature-dffven Functional Markef driven D‘;:‘r’a‘:;';’iec"'
,
' B 0 S O - e ©) 6 o
]
]
TEAM No organisation, ; Cross-functional Multi-disciplinary,
single contributor Hler:rchy teams DavOfls/ SRE de-centralized
b O-- . O,‘; Q- 6 o)
~ ]
~ gond
PROCESS Random Waterfall *~ _ Scrum/Kanban Cloud Native sg'fs_gr'b:;iezdé 4
~ - 8
e E o PP o P O o e 6 - -0
’ ]
ARCHITECTURE Emerging Tlgtr::éyng?itt'gled Client server Microservices Functions
’
. -0 g o- o) o
MAINTENANCE Respond to Ad-hoc - Alerting Comprg}iensive Self healing
users complaints monitoring . monitoring
! -0 O "., -~-0-- (o] o
DELIVERY Major version Monthly releases * Continuous Contij!uous Continuous
release < Integration Deliyery Deployment
' O e s e o Lo o
'
PROVISIONING ¢ ' Puppet/Chef Orchesiration,
Manual ScnptedI Ansible Kilseriates, Mesos Serverless
L]
- o S e -Q o
’
L
INFRASTRUCTURE Single server Multiple sg'rvers VMS Hybrid cloud Unikernels
. ]
¢ O === (o] 0o

CURRENT SITUATION

https://container-solutions.com/cloud-native-maturity-matrix/

=w
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Container Solutions Cloud Migration Method

Discover and Plan Prepare

Create the building blocks for
the infrastructure and organisation

Propel Perform

Migrate applications to
the new cloud environment

Identify the right problems to solve

Stabilise applications and support
and formulate strategy

client’s growth after migration

Mapping context and architecture TECHNOLOGY
Explore migration opportunities

| Discovery | | Architecure | | security | Prepare the infrastructure Application rollout and refactoring
; D Review o Audit ; Containers, clusters, microservices Migrate remaining applications

D BBe® o [rm | a0

 Cgge | [=EE] ;

| 7 0 Lol 1 |

> ORGANISATION >

D) Prepare the organisation Capacity building
£g

Development / deployment Training and coaching of Cloud Native teams S 2 i B
processes and learning plan . .

« Strategy and roadmap + New architecture design + Migrated applications + Optimisation and growth
+ Maturity assessment + 1-3 applications in production + New organisational practices « Fixed issues
+ Functional PoC (optional) + Migration backlog + Handover to the organisation * Support
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Det rige billede Container / Docker / Kubernetes

https://hackernoon.com/the-best-architecture-with-docker-and-kubernetes-myth-or-reality-77b4f8f3804d
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Recommendation

- Start small, use the existing, aim for a vision

- Appoint cloud enabler role - cloud architect

« Create CoE for Cloud, find the ambassadors

- Make cloud strategy document for the context

- Encourge employees, make playground, educate employees
- Understand the impact - understand security

- Awareness - de-mystify the cloud, remove uncertainty

- Let IaaS and PaaS be IT capabilities - educate business for SaaS usage
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Recommendation

Don’t go cloud without a cloud strategy showing the business areas that benefit from the cloud use and the scope of the
cloud use requested

- Secure your application portfolio documented in a repository in order to perform a cloud readiness assessment of the
portfolio to determine “workloads” that can move to the cloud, current cloud applications shall also be in the repository.

Don't go for a IaaS, PaaS to SaaS stepwise migration, go to Saas first if possible

Your will be in many cases responsible for the data / information part of your cloud solution. You will need to have data
governance and master data management skills in place in your organisation

You will end up in a multi cloud environment where you will have point solutions in different clouds and a main cloud vendor
in your setup. You will need access to the cloud management system, in order to follow the cloud use (workload) and billing.

In order to integrate your cloud solutions and your on Premise datacenter you will need a Hybrid integration platform to
facilitate data integrations both in cloud, between and on premise.

Consider and investigate if your private cloud can go to Public Cloud instead

Investigate and consider your exit strategy and plans for the cloud vendor (getting data and configurations out and into new
cloud vendor)

Investigate that your IAM (Identity & Access management) solution also include cloud access and authentication and
authorization data exchange
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Questions?




